


“Keynotes? 

Where we’re going, 

we don’t need keynotes.”



My last Solaris talk
Not your 

average keynote

Marco Ivaldi

#RomHack2021



Oracle Solaris 11.4



https://packetstormsecurity.com/files/author/191/





https://twitter.com/0xdea/status/1269236550421950467



“What are format string

bugs again?”



https://seclists.org/bugtraq/2000/Sep/214



printf(“%s”, str);



printf(str);



https://julianor.tripod.com/bc/formatstring-1.2.pdf - Exploiting format string vulnerabilities (by scut)



“What are format string

bugs again?”
“Hi there, 

Mister Bug!”



https://vimeo.com/357848836 - INFILTRATE 2019 RECAP





Ghidra cde:/dtprintinfo - Decompile: check_dir (by Marti Guasch Jimenez)



“Roadmap to

the exploit.”







https://github.com/0xdea/exploits/blob/master/solaris/raptor_dtprintcheckdir_sparc2.c







“I’m gonna have to go into

hardcore hacking mode!”







%n (addr)



%hn (addr)



%hhn (addr)



%hhn (addr + 2)





https://twitter.com/0xdea/status/1275835388851032064









Ghidra cde:/dtprintinfo - Decompile: check_dir (by Marti Guasch Jimenez)











https://twitter.com/mdowd/status/1300294477374918657



https://twitter.com/vm_call/status/1405937492642123782



https://twitter.com/0xdea/status/904935535478755329



“Hack the planet!”



https://security.humanativaspa.it

marco.ivaldi@hnsecurity.it
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