
from miasm.analysis.sandbox import Sandbox_Win_x86_32
from miasm.core.locationdb import LocationDB


# Parse arguments
parser = Sandbox_Win_x86_32.parser(description="PE sandboxer")
parser.add_argument("filename", help="PE Filename")
options = parser.parse_args()

# Create sandbox
loc_db = LocationDB()
sb = Sandbox_Win_x86_32(loc_db, options.filename, options, globals())

# Run
sb.run()

Logging

--dumpblocs (-b)

dump only never seen before blocks

eax=X,ebx=X,...

test eax, eax


eax=X,ebx=Y,...

jnz loc_1234


eax=X,ebx=Y,...

inc eax


eax=X,ebx=Y,...

loop loc_6789


eax=X,ebx=Y

inc eax


eax=X,ebx=Y

loop loc_6789

--singlestep (-z)

trace all instructions

Emulation cursor: segmentation

Fake Reality
mov eax, 0x30
mov ebx, FS:[eax]

mov eax, 0x30
mov ebx, BYTE PTR [0x30]

segment are NOT honored

Fake Reality
mov eax, 0x30
mov ebx, FS:[eax]

mov eax, 0x30
mov ebx, BYTE PTR [0x7ff12030]

segment are honored

Segments

DS: 0

FS: 0x7ff12000

Fake Reality

sb.jitter.vm

call HeapAlloc

HeapAlloc
0x71110000
HeapCreate
0x71110004

kernel32_HeapAlloc(jitter)

sb.libs

Fake Reality

sb.jitter.vm

call HeapAlloc

kernel32.dll

HeapAlloc
0x7c820132
HeapCreate
0x7c820404

kernel32_HeapAlloc(jitter)

sb.libs

Fake Reality

sb.jitter.vm

call HeapAlloc

MZ...

HeapAlloc
0x71110000
HeapCreate
0x71110004

kernel32_HeapAlloc(jitter)

sb.libs

Breakpoint

Breakpoint

Breakpoint

Fake Reality

sb.jitter.vm

call HeapAlloc

TEB, ...

LdrData

HeapAlloc
0x71110000
HeapCreate
0x71110004

kernel32_HeapAlloc(jitter)

sb.libs

Breakpoint

Fake Reality

sb.jitter.vm

call HeapAlloc

kernel32.dll

HeapAlloc
0x7c820132
HeapCreate
0x7c820404

sb.libs

-s, --usesegm


-i, --dependencies (real dependencies)


-l, --loadbasedll (hardcoded list)


-o, --load-hdr


-y, --use-windows-structs


Default, useful for shellcodes

With segments, useful for 16bits or import-by-hash

Sandbox default, breakpoint set for imports, to
emulate them

DLL are loaded in virtual memory

PE header is loaded in virtual memory

Some Windows structures are created and filled

Remove breakpoint to use the in-memory function

 sb.
  jitter.
  remove_breakpoints_by_address(
   sb.
   libs.
   cname2addr["ntdll_swprintf"]
  )


Emulation cursor: dependencies

Emulation cursor: structures



 
   
     
       
         
         
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
             
               
               
            
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
               
            
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
        
         
           
             
               
            
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
               
            
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
             
             
          
        
         
           
        
         
           
             
               
            
          
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
         
           
        
      
    
  


