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Whoami?
➢ Offensive Security @ Ruptura InfoSecurity

➢ Most things low level

➢ Malware and viruses

➢ Making blue teamers cry
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Motivations
➢ Less detections 

➢ Increased effectiveness → More shells 

for longer durations

➢ Better client feedback

➢ Emulate real adversaries

➢ Learn something new
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➢ Assembly

➢ C/C++

➢ C#

➢ Rust

➢ Golang

➢ Python

➢ Nim

Choosing our language



Requirements 
➢ Should be <150KB - Recommended by CIA

○ Rust - 600KB
○ Golang - 1.9MB
○ Nim - 70KB 
○ C - 11KB

➢ Memory management
➢ Windows APIs
➢ Must have no Windows version specific 

dependencies (specific .NET version e.g.)
○ Backwards compatibility

tl;dr Fast, Compact, No version specific 
dependencies



Hello World



https://github.com/rad9800/misc/blob/main/pe-properties.py

https://github.com/rad9800/misc/blob/main/pe-properties.py


Entropy

➢ Measure of randomness
➢ Used by EDRs/AVs as a static indicator
➢ Packed malware <= 7
➢ Fixing the entropy is not concatenating 

the first chapter of Harry Potter 

Lockbit Blacknotepad.exe



What is the CRT



- Properties -> Configuration Properties -> C/C++ -> Code Generation
- Runtime Library = Multi-threaded /MT

(NOT RECOMMENDED)



Removing the CRT



Removing the CRT
➢ Properties -> Configuration Properties -> C/C++ -> Code Generation

○ Enable C++ Exceptions = No

➢ Properties -> Configuration Properties -> Linker -> Input

○ Ignore All Default Libraries = Yes (/NODEFAULTLIB)

○ unresolved external symbol __security_check_cookie

➢ Properties -> Configuration Properties -> C/C++ -> Code Generation

○ Security Check = Disable Security Check (/GS-)

○ SDL checks = No (/sdl-)

OPTIONAL:

➢ Properties -> Configuration Properties -> C/C++ -> Optimization
○ Whole Program Optimization = No ( #pragma function(memset) - intrinsic functions )



➢ No try catch C++ exceptions
➢ No more virtual table so no pure virtual 

functions
➢ Ease of use CRT functions
➢ C++ constructors/deconstructors

➢ Lower entropy (possibly less detections)

Cons:



“Hello Other World”
#include <Windows.h>

#pragma comment(linker, "/ENTRY:entry")

#define PRINT( STR, ... )                                                                   \

    if (1) {                                                                                \

        LPWSTR buf = (LPWSTR)HeapAlloc( GetProcessHeap(), HEAP_ZERO_MEMORY, 1024 );         \

        if (buf != NULL) {                                                                  \

            int len = wsprintfW( buf, STR, __VA_ARGS__ );                                   \

            WriteConsoleW(GetStdHandle(STD_OUTPUT_HANDLE), buf, len, NULL, NULL);           \

            HeapFree( GetProcessHeap(), 0, buf );                                           \

        }                                                                                   \

    }                                   

int entry() {

    PRINT(L"Hello world.\n");

    ExitProcess(0);

}



#include <Windows.h>

#pragma comment(linker, "/ENTRY:entry")

#define PRINT( STR, ... )                                                                   \

    if (1) {                                                                                \

        LPWSTR buf = (LPWSTR)HeapAlloc( GetProcessHeap(), HEAP_ZERO_MEMORY, 1024 );         \

        if (buf != NULL) {                                                                  \

            int len = wsprintfW( buf, STR, __VA_ARGS__ );                                   \

            WriteConsoleW(GetStdHandle(STD_OUTPUT_HANDLE), buf, len, NULL, NULL);           \

            HeapFree( GetProcessHeap(), 0, buf );                                           \

        }                                                                                   \

    }                                   

int entry() {

    PRINT(L"Hello world.\n");

    ExitProcess(0);

}

“Hello Other World”



Other Common Functions

https://github.com/vxunderground/VX-API

https://github.com/hfiref0x/UACME/tree/master/Source/Shared

https://github.com/vxunderground/VX-API
https://github.com/hfiref0x/UACME/tree/master/Source/Shared
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Why do EDRs bother hooking the userland?

➢ Monitor access
○ Networks 
○ Files
○ Registry
○ Memory

➢ Kernel hooks
○ Higher chance of OS instability
○ More false negatives



Process Creation



Life of a System Call

tl;dr SSN number is very important
EDR has to hide this information from us or hooking becomes 
useless



EDR Trampolines

Trampoline is original 
over-written instructions - 
Prevents infinite recursion 



Determining Hooked Syscalls



Compiler Optimizations - (/O1 
Favour Size)



Compiler Optimizations - (/O2 
Favour Speed)

https://godbolt.org/z/fvGjTdWf
1

Compiler 
inlines 

https://godbolt.org/z/fvGjTdWf1
https://godbolt.org/z/fvGjTdWf1


Improved Hooked Syscall Detection



Unhooking NTDLL



Just unhook it!



Unhooking with \KnownDlls\

1. Open the \KnownDlls\ntdll.dll section object

2. Map this section (returns a pointer to the base of 

the mapped image)

3. Iterate and locate the text section of our ntdll

4. Get the size of our .text section and the VA

5. Set this .text section to RWE (for size)

6. VA are same in our NTDLL and KnownDlls so we can use 

to copy memory of \KnownDlls\ntdll.dll .text into our

7. Restore RE permissions on our NTDLL

@Jonaslyk @modexpblog

https://twitter.com/jonasLyk
https://twitter.com/modexpblog


Manually Mapping NTDLL from KnownDlls

http://www.zezula.net/en/f
stools/filetest.html

http://www.zezula.net/en/fstools/filetest.html
http://www.zezula.net/en/fstools/filetest.html


Replacing the text section Dst Src



Potential IoCs
➢ NtMapViewOfSection(HOOKED) 

○ Why is a process opening and mapping a section 
handle to \KnownDlls\ntdll.dll?

○ PsSetLoadImageNotifyRoutine
➢ “\KnownDlls\ntdll.dll” plaintext string
➢ NtProtectVirtualMemory (HOOKED)

○ READ/WRITE/EXECUTABLE on ntdll??
○ It is restored

➢ Open handle to \KnownDlls\ntdll.dll

➢ Another ntdll.dll loaded into your process



Potential to evade IoCs

➢ Direct syscalls for unhooking of ntdll
○ Direct syscalls can be caught if not backed by 

ntdll
○ Need to store syscall numbers for various 

versions 
■ Or need to dynamically resolve syscalls

➢ String encryption for static string
○ Simple XOR? 
○ AES?

■ Issue of static key

https://github.com/am0nsec/HellsGate

https://github.com/am0nsec/HellsGate


Iterating through Loaded Modules



Iterating through Loaded Modules



UNHOOK IT ALL!!!



Unhooking Crowdstrike Falcon!
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Operations Security



Obfuscation

➢ Why?
➢ Get around static detections
➢ Prevent disclosure of information and 

intent with strings.exe
➢ Prevent import hashing
➢ Slow down static analysis



Compile Time API Hashing

https://github.com/OALabs/hashdb

➢ Allows us to calculate hashes at compile time instead of before
➢ Quicker to change algorithms and magic numbers etc.

https://github.com/OALabs/hashdb


Practical API hashing
1. Create a struct which has 2 members: DLL hash and the 

corresponding DLL base address



Practical API hashing (continued)
2. Populate this structure with the required information  
➢ Iterating through loaded modules
➢ Uppercasing the DLL name
➢ Hash this string and compare against stored hashes in 

ModuleHashes 



Practical API hashing (continued.)
3. A function which takes a function hash and the corresponding 
module hash for which it is exported from

4. Check module hash exists and 
get relative base address

5. Iterate through 
the exports, 
hashing the export 
name.
If it matches 
return the address 
of this function



Making life even easier!

Macro which allows us to call resolved functions easily

Create the function hash and the function typedef required 



Before

We don’t want imports
They reveal the functionality of our 
application at a quick glance



After

https://gist.github.com/rad9800/ccfbf5f085aff2218699d92d354fe91e

Plaintext 
string is 
bad

https://gist.github.com/rad9800/ccfbf5f085aff2218699d92d354fe91e


Stack Strings

➢ Static strings are always bad to have

➢ Here our string is setup on the stack AND it won’t show when 
strings.exe run against it



XORing Strings



Random Compile Time Keys



Profiting

https://github.com/Cih2001/String-Obfuscator
https://github.com/andrivet/ADVobfuscator

https://github.com/Cih2001/String-Obfuscator
https://github.com/andrivet/ADVobfuscator


Some code!!
➢ https://github.com/rad9800/WTSRM 
➢ Applies most things in this talk + more
➢ Highly commented

https://github.com/rad9800/WTSRM


Key Takeaways
➢ Unhooking is trivial task, but it doesn’t mean 

you’re in the clear
➢ Operations security can be start to be achieved by 

import hashing and string obfuscation
➢ Keep it simple

○ The less you have, the less room for detection



Going forward
➢ The C Programming Language. 2nd Edition

➢ Dennis Yurichev’s RE4B (Reverse engineering)

➢ Agner Fog’s Series (x86 optimization BIBLE)

➢ Pavel Yosifovich’s Windows 10 System 

Programming, Part 1

➢ Windows Internals 7th Edition, Part 1

➢ vxunderground's malware archives

https://beginners.re/
https://agner.org/optimize/
https://www.vx-underground.org/windows.html

