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1 The Reality Check Security Teams Need

In the era of generative Al and large language models, security professionals are getting distracted by the latest Al hype
while overlooking the foundational machine learning techniques that have been quietly powering effective security
operations for years.

While GenAl captures headlines and conference keynotes, traditional ML methods remain the workhorses for generat-
ing actionable security detections from your data.

2 The Critical Mindset Shift That Changes Everything

Machine learning models are decision support tools, not decision-making systems.

Think of them as a flashlight in a dark room, pointing you toward areas of interest that warrant investigation. Too often,
those new to ML mistakenly associate anomalies or statistical outliers with confirmed security events.
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These outliers represent unusual patterns that deserve attention, but they aren’t inherently malicious.

ML outputs are areas of interest: patterns that say “look over there” rather than definitive verdicts of “this is malicious.”
The final determination of security relevance requires human expertise and contextual understanding that no algorithm
can replace.

3 Understanding Different ML Approaches (And When to Use Each)

Different techniques have distinct strengths and limitations:

* Unsupervised methods (e.g., [solation Forest, clustering) can find unknown patterns but generate more false
positives

* Rule-based approaches are precise but may miss novel attacks

* Supervised learning (e.g., RandomForest, SVM) requires quality training data and regular updates

* Graph analysis reveals relationship patterns but requires contextual interpretation

The value lies in augmenting analysts, not replacing them. These tools help process large volumes of data and highlight
patterns that might otherwise be missed, but they do not eliminate the need for skilled investigators.

4 Six ML Techniques Every Security Team Should Understand

Anomaly Detection (e.g., Isolation Forest)
Implementation Type: Unsupervised learning (no labeled security data required)
Best Use Cases:

» Lack labeled training data but need threat detection

* Discovering unknown attack patterns and zero-day threats

+ Establishing baseline “normal” behavior for users and systems
+ Continuous monitoring of behavioral changes over time

Reality Check: Anomalies identified are statistical outliers, not confirmed security events. Each flagged anomaly
requires manual review to determine if it’s legitimate but unusual activity, a potential security threat, or a false positive
due to data quality issues.

Remember: Unusual doesn’t automatically mean malicious.

Cluster Analysis (e.g., DBSCAN and K-Means)
Implementation Type: Unsupervised learning (no labeled training data needed)
Best Use Cases:

» Behavioral profiling and user segmentation

* Identifying groups with similar activity patterns

* Investigating insider threats or account compromise

» Understanding normal operational patterns across the organization

Reality Check: Clusters themselves do not indicate malicious activity, just behavioral patterns. Security analysts must
review cluster characteristics to determine risk. The tool provides recommendations but final determination requires
human judgment.

Bottom Line: Clustering helps identify groups with similar behavior, but determining whether those behaviors are
suspicious requires domain expertise.
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Sequential Pattern Mining
Implementation Type: Rule-based pattern detection (no training needed)
Best Use Cases:

* Detecting multi-step attack campaigns

* Investigating complex fraud schemes

* Identifying attack progression patterns

* Threat hunting based on known TTPs (Tactics, Techniques, Procedures)

Reality Check: Detected sequences match known suspicious patterns but aren’t definitive proof. Each identified
pattern requires context: Is this sequence normal for this user/service? Are there legitimate business reasons for this
activity?

Important: Sequential patterns may match known attack techniques, but legitimate business processes can also create
similar patterns.

Rule-Based Analysis
Implementation Type: Pre-defined rules (no training needed)
Best Use Cases:

* Detecting known attack patterns with high confidence

* Meeting compliance requirements that demand specific monitoring
» Real-time alerting on critical security events

* Organizations with well-defined security policies to encode

Reality Check: Rule matches are based on known suspicious patterns but may have false positives. Each rule violation
needs investigation to determine if exceptions apply, if additional context mitigates the risk, or if the activity is part of
a larger attack pattern.

Critical Point: Rules encode known suspicious patterns, but legitimate exceptions may exist that require human judg-
ment.

Graph Analysis
Implementation Type: Analytical approach (no training required)
Best Use Cases:

* Investigating lateral movement and privilege escalation
* Analyzing complex organizational relationships

+ Identifying unusual access patterns across systems

* Understanding attack blast radius and impact

Reality Check: Unusual connections need context to determine if they represent security risks. Network clusters may
represent legitimate business functions or suspicious activity. Visual patterns require human interpretation to determine
security relevance.

The Reality: Graph analysis reveals relationship patterns that may not be visible in traditional logs, but determining
whether those relationships are suspicious requires context.
Supervised Learning (e.g., RandomForest)

Implementation Type: Supervised learning (requires labeled training data)
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Best Use Cases:

* Organizations with sufficient labeled training data
 High-accuracy detection of known attack types

* Scenarios requiring minimized false positive rates
» Automated classification of security events

Reality Check: Risk scores are probabilistic and require threshold determination. High-risk predictions need man-
ual verification. Model performance depends on quality and representativeness of training data. False positives and
negatives are inevitable and require human review.

Key Consideration: Supervised learning can be highly accurate when trained on representative data, but it requires
ongoing maintenance and cannot detect novel attack patterns unless they resemble known malicious activity.

5 Strategic Decision Framework: Choosing the Right Approach

Business Impact Assessment
Anomaly Detection

* Primary Value: Discovers unknown threats and insider activity

* Business Impact: Reduces time to detect novel attacks and unknown threat patterns
* Investment Level: Low to moderate (minimal training data requirements)

+ Risk Mitigation: High coverage for zero-day and insider threats

Cluster Analysis

* Primary Value: Behavioral profiling and user risk scoring

* Business Impact: Enables proactive threat hunting and user monitoring
* Investment Level: Low (unsupervised approach)

+ Risk Mitigation: Strong for account compromise and privilege abuse

Sequential Pattern Mining

* Primary Value: Multi-step attack campaign detection

» Business Impact: Catches sophisticated attacks that evade single-point detection
* Investment Level: Moderate (requires domain expertise for pattern definition)

* Risk Mitigation: Critical for advanced persistent threats and fraud schemes

Rule-Based Analysis

» Primary Value: High-confidence detection of known threats

* Business Impact: Immediate ROI with low false positive rates

* Investment Level: Low (leverages existing security knowledge)

+ Risk Mitigation: Excellent for compliance and known attack patterns

Graph Analysis

* Primary Value: Lateral movement and relationship analysis

* Business Impact: Reveals attack blast radius and privilege escalation paths
* Investment Level: Moderate to high (requires graph infrastructure)

 Risk Mitigation: Essential for understanding attack scope and impact

Supervised Learning

* Primary Value: High-accuracy classification and prediction
* Business Impact: Automates analyst decision-making for known threat types
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* Investment Level: High (requires quality labeled data and ongoing maintenance)
+ Risk Mitigation: Excellent for scaling detection capabilities

Organizational Readiness Matrix
Start Here (Low Maturity):

1. Rule-based analysis (immediate value, builds confidence)
2. Anomaly detection (establishes baselines, requires minimal expertise)

Scale Here (Medium Maturity):

3. Cluster analysis (adds behavioral insights)
4. Sequential pattern mining (catches complex attacks)

Optimize Here (High Maturity):

5. Graph analysis (comprehensive relationship understanding)
6. Supervised learning (maximum automation and accuracy)

Strategic Trade-offs

Speed vs. Accuracy: Rule-based systems provide immediate results; supervised learning requires investment but
delivers higher accuracy.

Coverage vs. Precision: Anomaly detection catches unknown threats but generates more false positives; supervised
learning is precise but may miss novel attacks.

Resource vs. Impact: Graph analysis provides comprehensive insights but requires significant infrastructure invest-
ment; clustering delivers good insights with minimal resources.

Maintenance vs. Effectiveness: Supervised learning requires ongoing model maintenance; unsupervised methods are
more self-sustaining but less targeted.

6 The Implementation Reality: What You Actually Need

Data Quality Requirements

* Clean, consistent data: ML models are only as good as the data they process

* Sufficient volume: Most techniques require adequate data volume for meaningful results
* Feature relevance: Ensure your data contains features relevant to security detection

* Temporal consistency: Time-based patterns require consistent timestamp data

Operational Requirements

* Human expertise: Every ML output requires skilled analyst interpretation

* Contextual knowledge: Understanding of business processes and normal operations

* Continuous monitoring: Model performance degrades over time without maintenance
* Feedback loops: Mechanisms to improve models based on investigation outcomes

Technical Requirements

* Scalable infrastructure: Ability to process large volumes of security data

* Real-time processing: Many security use cases require near real-time analysis

* Integration capabilities: ML tools must integrate with existing security workflows
+ Explainability: Ability to understand why a model flagged specific events
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7 Building a Multi-Layered Approach That Actually Works

A comprehensive security analytics strategy leverages multiple complementary approaches:

SR o e

Start with rules for known bad patterns and compliance requirements

Add anomaly detection to catch unknown threats and establish baselines
Implement clustering to understand behavioral patterns and user segmentation
Use sequential analysis for complex, multi-step attack detection

Apply graph analysis to understand relationships and lateral movement
Deploy supervised learning when you have quality labeled data

By combining different analytic techniques, you can cross-validate findings and build stronger evidence of potential
security events. Each technique provides a different lens through which to view your data, and their combined insights
are more powerful than any single approach.

8 The Bottom Line: 6 Key Takeaways

SN o e

ML is a force multiplier, not a replacement for human analysts

Anomalies are not automatically malicious but rather areas requiring investigation
Different techniques have different strengths - use the right tool for the job

Context is everything - technical patterns must be interpreted within business context
Multi-layered approaches provide more comprehensive coverage than single techniques
Continuous improvement is essential - models and rules must evolve with threats

9 Final Thoughts

In security, the goal is not perfect automation but effective augmentation of human expertise. Machine learning helps
you see patterns in the noise, but the final decision about what constitutes a security threat will always require human
judgment, contextual understanding, and domain expertise.

The most effective security analytics strategy recognizes that machine learning techniques identify patterns of interest
rather than definitive security verdicts. Use these tools to focus your attention, but never forget that the human analyst
remains the most critical component in the security detection pipeline.
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