The Admin’s Guide to it
Preventing SCCM Attacks —




Attention

* MMS sessions are 60-75 minutes followed by LONG Q&A
* Please hold detailed questions until that Q&A starts

* Feel free to ask clarification questions

* Remind the speakers to use Zoom It when you can’t see



ESpeakers

Tom Degreef Kim Oppalfens Chris Thompson
Defending your castle since ‘19  You know him, you love him Attacking your castle since ‘21
Extraordinary Consultant, AppControl CIlO @ AppControl.ai Sr. Security Researcher @ SpecterOps

X @tomdegreef X@thewmiguy X @_Mayyhem

I';]IE - Can’tsee our slides? Can’t hear? Need to repeat the question? Call us out!



What this talk is not about:
e SCCM fundamentals
* Attack path detection

What this talk is about:

* Attack surface

 Attack execution demos
 Attack path prevention

* Step-by-step reference guide

* Potential pitfalls (and bypasses)



Agenda

* SCCM attack surface
* Hierarchy TAKEOVER
* ELEVATE privileges
* Gathering CREDs
* Attack demos
* Remediation guidance and walkthroughs
* Automating issue identification



SCCM Attack Path Management Knowledge Base

Co-authored with Duane Michael (@subatOmik)
and Garrett Foster (@unsigned_shOrt)

Step-by-step foundational, offensive, and
defensive write-ups for known techniques

A taxonomy to simplify and
demystify concepts

MISCONFIGURATIEON

Based on MITRE ATT&CK
aeeeon MAINAGER

Scripts and tools to identify misconfigurations

https://misconfiqurationmanager.com
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 Andy Robbins (@_wald0)

* Jonas Bulow Knudsen (@Jonas_B_K)
* Elad Shamir (@eladshamir)

e Zach Stein (@synzack21)

 Erik Hunstad (@badsectorlabs)

« Dylan Bradley (@slygoo)

* Nick Powers (@zynergy)

Matt Creel (@Tw1sm)

Lee Chagolla-Christensen (@tifkin_)
Will Schroeder (@harmj0y)

Adam Chester (@_xpn_)
Christopher Panayi (@Raiona_ZA)
Carsten Sandker (@0xcsandker)
Josh Prager (@Praga_Prag)

Mehdi Elyassa



Misconfiguration Manager Taxonomy

Because "Hierarchy takeover via NTLM coercion and relay to MSSQL on remote site
database" doesn'’t roll off the tongue...
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SCCM Attack Surface



SCCM Hierarchy

* One installation of SCCM

* Contains one or more primary sites
* This is the security boundary
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Hierarchy TAKEOVER



Hierarchy TAKEOVER
Gaining complete control of all client devices in the SCCM hierarchy

« How can attackers take over a hierarchy?
* Obtain the Full Administrator role in ANY primary site
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Hierarchy TAKEOVER
Gaining complete control of all client devices in the SCCM hierarchy

« How can attackers take over a hierarchy?
* Obtain the Full Administrator role in ANY primary site
 Security roles in the site database are replicated to ALL sites
e Own one primary site, own them all
* Why do we care?
* Insanely high success rate on red team operations and pentests
* Allows command execution, CMPivot, Run Script on clients
* Allows the ability to impact the availability of software



Real Wor

ld Example

. CMPivot (Connected to 123 - Primary Site - All Desktop and Server Clients)

Entities

]Search

(+-BH DriverVxD

+-Ff EmbeddedDevicelnformati

+-Ff EPStatus
+-E EventLoa()
=6 File()

@ Device
---- FileName
-.[T] Mode

@] LastWriteTime
i Size

Version
-.[T] SHA256Hash

. .[T] MD5Hash
-FE FileContent()
-f FileShare
-8 Fimware
-8 IDEController
@8 InstalledExecutable
-8 InstalledSoftware
@-F8 IPConfig
#-f8 IRQTable
-8 Keyboard
<

N

A Home Query

pRunQuery [l &) 9 &« &

- O X

4% Create Collection 1= Export ~ ¥y

[File('C:\Users\*\.aws\*")

Device FileName Mode LastWrite Time Size Version SHA256Hash
m C:\Users\domainadmin\aws\config | a— |3/31/202512:05 PM |4 9F86D081884C 7D659A2FEAAOCSSAD015A3BF 4F 182B0B822CD 15D6C 15B0F0
SCCM-SITESRV | C:\Users\domainadmin\aws\credentials | -a— |3/31/202512:05 PM |4 | 9F86D081884C TDB59A2FEAAOCSSAD015A3BF 4F 182B0B822CD 1506C 15B0F 0
SCCM-DISTRO |C\Users\domainadmin\.aws\corfig  |-a—  |3/31/202512:05PM |4 9F86D081884C 7D659A2FEAAOCS5ADD15A3BF 4F 182B0B822CD 15D6C 15B0F0
SCCM-DISTRO |C:\Users\domainadmin\ aws\credentials |-a— | 3/31/2025 12:05 PM |4 | 9F86D081884C7DE59A2FEAAICSSAD015A3BF 4F 182B0B822CD 1506C 15800
SCCM-SQL  |C:\Users\domainadmin\aws\config  |-a— |3/31/2025 12:05PM |4 | 9F86D081884C7DE59A2FEAAOCSSAD015A3BF 4F 1B2B0B822CD 15D6C 15B0F 04
SCCMSQL | C:\Users\domainadmin\.aws\credentials | -a— 3/31/2025 12:05 PM |4 | 9F86D081884C7D659A2FEAAOCS5AD015A38F 4F 182B0B822C D 15D6C 15B0F 0
SCCM-MGMT  |C:\Users\domainadmin\aws\config  |-a— | 3/31/2025 12:05PM |4 | 9F86D081884C7DE59A2FEAAOCSSAD015A3BF 4F 1B2B0B822CD 15D6C 15B0F 0
SCCM-MGMT | C:\Users\domainadmin\ aws\credentials |-a— | 3/31/2025 1205 PM |4 | 9F86D081884CTDG5IA2FEAAOCSSAD015AIBF 4F 182B0BE22CD 15D6C 15B0F0
< ).

Query Results

Query Summary

Query completed on 5 of 8 clients (3 clients offline and 0 failures) id(16778562) | All Desktop and Server Clients | 8 objects



Hierarchy TAKEOVER

* The primary site server’s domain computer account must be:
* a member of local Administrators on every site system role
 sysadmin in the site database



Hierarchy TAKEOVER

Key concepts

* The primary site server’s domain computer account must be:
* a member of local Administrators on every site system role
 sysadmin in the site database

* Aremote SMS Provider’s domain computer account must be:
 sysadmin in the site database
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NTLM
zs,,.,.,. -

* One protocol that Windows users and
computers use to authenticate over
the network without a password



NTLM Relay

* Attackers can coerce computers into

authenticating to their machine and relay the NTLM

messages to another machine where that computer
has privileges

* Allows impersonation of the coerced computer



NTLM Relax in SCCM

site servers
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NTLM Relax in SCCM

site servers
* Attackers can coerce cotmptters into

authenticating to their machine and relay the NTLM
messages to another machine where that computer
has privileges... such as the site database

* Allows impersonation of the coerced computer



NTLM Relax in SCCM

* Won’t-fix Windows issues like Printerbug,
PetitPotam make coercion from site servers trivial
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NTLM Relax in SCCM

* Won’t-fix Windows issues like Printerbug,
PetitPotam make coercion from site servers trivial

* NTLM can also be coerced when automatic client
push installation is enabled with NTLM fallback
(ELEVATE-2/ELEVATE-3)

* Site server authenticates with ALL configured accounts,
then its domain account, which requires local
admin privileges to install client



NTLM Relax in SCCM

 Susceptible when hosted remotely from
the site server:
* site database - MSSQL/SMB
* SMS Provider - AdminService/WMI/SMB
* passive/active site servers - SMB
* other site system roles - SMB



NTLM Relay in SCCM
Cross-protocol compatibility

SMB
-> SMB
-> MSSQL
-> HTTP(S)
HTTP (WebDAV Redirector / WebClient)
-> LDAP(S)
-> HTTP(S)



Questions so far?



SCCM Hierarchy Takeover Attack Paths
= = B

TAKEOVER-1 TAKEOVER-2 TAKEOVER-3

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

TAKEOVER-4 TAKEOVER-5

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

TAKEOVER-6 TAKEOVER-7 TAKEOVER-8
NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP

SMS Provider and passive site servers on domain controller



SCCM Hierarchy Takeover Attack Paths

=

TAKEOVER-1

NTLM coercion and relay to
MSSQL on remote site database
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NTLM Relay Prevention
Just disable NTLM for the domain, it’s easy!
* Only kidding, please don’t do this

* This recommendation is common (Chris is guilty of making
it) but it isn’t feasible to just flip the switch in most
organizations

* Careful monitoring must take place beforehand to identify
clients that don’t support Kerberos

* However, this doesn’t account for Kerberos relay attacks

Deprecating NTLM Is Easy and Other Lies We Tell Ourselves - https://www.youtube.com/watch?v=zlhoAYsSd4c




NTLM Relay Prevention

Message Signing (SMB, LDAP/S)

* A digital signature of each message is attached to the
NTLM authenticate message, preventing tampering

* Uses a shared session key (based on the user’s password
hash, which the attacker-in-the-middle does not know) to
hash message



NTLM Relay Prevention
Channel Binding (MSSQL, LDAPS, HTTPS)
* Part of extended protection for authentication (EPA)

* Server checks that the TLS certificate hash embedded in
the NTLM authenticate message from the client matches
Its own certificate

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-
certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




NTLM Relax Prevention
Service Binding (MSSQL)

* Part of extended protection for authentication (EPA)

* Server checks that the service principal name (SPN)
embedded in the NTLM authenticate message from the

client matches its own SPN
 Weaker than channel binding, because the SPN is based
on network information that can be manipulated by an
attacker, such as DNS records or resolution
* e.g., MSSQLSvc/hosthame.domain.com:1433



NTLM Relax Prevention
Firewalls!

* Disable/block unnecessary connectivity to protocols
that don’t support enforcement of signing, channel
binding, or service binding

IT'S SO SIMPLE



TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14

Require SMB signing on site systems PREVENT-12

Patch site server with KB15599094 PREVENT-1

Disable NTLM fallback for client push installation PREVENT-2

Disable automatic site-wide client push installation PREVENT-5

Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5

Require EPA on AD CS servers PREVENT-14

Disable and uninstall WebClient on site servers PREVENT-11

Require LDAP channel binding and signing PREVENT-13

Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting

Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14
Require SMB signing on site systems PREVENT-12
Patch site server with KB15599094 PREVENT-1
Disable NTLM fallback for client push installation PREVENT-2
Disable automatic site-wide client push installation PREVENT-5
Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5
Require EPA on AD CS servers PREVENT-14
Disable and uninstall WebClient on site servers PREVENT-11
Require LDAP channel binding and signing PREVENT-13
Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting
Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Require EPA on site databases

' PREVENT-14 B o |

File Action View Help

s 2 Ed= H
. (8 SQL Server Configuration Manager (Local) Il ervis
On remote site database servers: Dot o | TP o MSSQSERER
. . 5_3 SQL Native Client 11.0 Configuration (32b Protocols for MSSQLSERVER Properties ? X
1. Open Sgl Server Configuration Manager e

5_-" SQL Native Client 11.0 Configuration B General

2. Click “Sqgl Server Network Configuration” | # sessmsenrorsasne

3. Right click “Protocols for MSSQLSERVER”, e
then click “Properties”

4. Set“Force Encryption” to “Yes”

If this setting is not configured, only service
binding is enforced (not channel binding)

|4

Force Encryption
Turn on to enforce encryption with TDS 7.x protocol versions. If Strict
encryption is enforced on the SQL Server 2022, and beyond, this setting woul...

Cancel Apply Help

https://learn.microsoft.com/en-us/sqgl/database-engine/configure-windows/connect-
to-the-database-engine-using-extended-protection?view=sql-server-ver16




7.
8.

Require EPA on site databases

PREVENT-14

Navigate to the “Advanced” tab

Set “Extended Protection” to
“Required”

Click “Apply”, then “OK”

Restart the “SQL Server
(MSSQLSERVER)” service

Setting to “Allowed” will not prevent
NTLM relay attacks if the coerced client
doesn’t support channel binding

https://learn.microsoft.com/en-us/sqgl/database-engine/configure-windows/connect-

File Action View Help

e 7 Ec= H

@ SQL Server Configuration Manager (Local)
E' SQL Server Services
j_ SQL Server Network Configuration (32bit)
% SQL Native Client 11.0 Configuration (32b
B Azure Extension For SQL Server
4. sl server Network Configuration
% SQL Native Client 11.0 Configuration
B Azure Extension For SQL Server

to-the-database-engine-using-extended-protection?view=sql-server-ver16

Items
B~ Protocols for MSSQLSERVER

Protocols for MSSQLSERVER Properties

Flags Certificate Advanced

B General
Accepted NTLM SPNs

Extended Protection Required

Extended Protection

Help




SCCM Hierarchy Takeover Attack Paths
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TAKEOVER-1 TAKEOVER-2 TAKEOVER-3

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

TAKEOVER-4 TAKEOVER-5

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

TAKEOVER-6 TAKEOVER-7 TAKEOVER-8
NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP

SMS Provider and passive site servers on domain controller



SCCM Hierarchy Takeover Attack Paths

(L

TAKEOVER-2

NTLM coercion and relay to
SMB on remote site database
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SCCM Hierarchy Takeover Attack Paths
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TAKEOVER-1 TAKEOVER-2 TAKEOVER-3

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

TAKEOVER-4 TAKEOVER-5

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

TAKEOVER-6 TAKEOVER-7 TAKEOVER-8
NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP

SMS Provider and passive site servers on domain controller



SCCM Hierarchy Takeover Attack Paths

~— "
T o=}
= (¥
TAKEOVER-2 TAKEOVER-4
NTLM coercion and relay to NTLM coercion and relay from
SMB on remote site database CAS to origin primary site server
g
TAKEOVER-6 TAKEOVER-/
NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary

SMS Provider and passive site servers
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TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14
Require SMB signing on site systems PREVENT-12
Patch site server with KB15599094 PREVENT-1
Disable NTLM fallback for client push installation PREVENT-2
Disable automatic site-wide client push installation PREVENT-5
Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5
Require EPA on AD CS servers PREVENT-14
Disable and uninstall WebClient on site servers PREVENT-11
Require LDAP channel binding and signing PREVENT-13
Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting
Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Require SMB sighing on site systems

' PREVENT-12

On every site system role and client:
1. Open regedit

2. Navigate to
HKLM\System\CurrentControlSet\Services\
LanManServer\Parameters\

3. Set “RequireSecuritySignature” to 1

Equivalent GPO: “Microsoft network client:
Digitally sign communications (always)”

Configuring this setting “if client agrees” or
“if server agrees” does not offer relay
protection

B Registry Editor — O X
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
KsID ~ || Name Type Data
..... ksthunk ab) Default) REG SZ (value not set)
> KtmRm %8| autodisconne ct REG_DWORD 0x0000000f (15)
¥ LanmanServer 7% EnableAuthenticateUserSh... REG DWORD 0x00000000 (0)
""" Aliases #%/enableforcedlogoff REG_DWORD 0x00000001 (1)
AutotunedP || g oo lesecuritysignature REG_DWORD 0x00000000 (0}
Certs We|Guid REG_BINARY 83 71 f0 a0 7d 51 Ob 46
DefaultSecu || ab)nulisessionPipes REG_MULTI SZ
Lipkage PR e e REG_DWORD 0x00000001 (1)
v Parameters o) 5
Fectidil W/ restrictnullsessaccess REG_DWORD 0x00000001 (1)
sh SP ?c; ablServiceDl REG_EXPAND_SZ %SystemRoot%\system3
----- areProvi
%/ ServiceDllUnloadOnStop ~ REG_DWORD 0x000000071 (1)
Shares
Triaaerinfo ¥
< > <

https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/overview-server-message-block-signing



SCCM Attack Paths
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ELEVATE-2/3

NTLM coercion via automatic
client push installation



Client Push Installation

' Overview

* Deploys the client software remotely from the site server

* Copies files to the ADMIN$ share and executes the
Installer

* Uses configured credentials and the site server's
domain computer account, which must be a local
admin to install the client software

* Can be initiated manually or automatically when new
devices are discovered (e.g., in a certain domain/subnet)

https://medium.com/specter-ops-posts/coercing-ntlm-authentication-from-sccm-e6e23ea8260a




Automatic Site-wide Client Push Installation Abuse

' ELEVATE-2

* Attackers can register a fake device record in SCCM
by sending requests to a management point

 This will cause the site server to authenticate to
gn arbitrary IP address specified for the fake
evice

*lIncoming NTLM authentication can be cracked or
relayed to other workstations or SCCM servers
(where the site server has admin privileges by
default)

https://medium.com/specter-ops-posts/coercing-ntlm-authentication-from-sccm-e6e23ea8260a
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TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14

Require SMB signing on site systems PREVENT-12

Patch site server with KB15599094 PREVENT-1
Disable NTLM fallback for client push installation PREVENT-2
PREVENT-5

Disable automatic site-wide client push installation

Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5

Require EPA on AD CS servers PREVENT-14

Disable and uninstall WebClient on site servers PREVENT-11

Require LDAP channel binding and signing PREVENT-13

Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting

PREVENT-20

Block unnecessary connections to site systems

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Disable NTLM fallback for client push installation

P R EV E NT 2 |: Client Push Installation Properties XK
-

General Accounts Installation Properties

L Client Push Installation for Configuration Manager client

—

Open ConfigMgr Console
2. NaV|gate tO “Administration”’ Enable automatic site-wide client push installation

This option installs the Configuration Manager client on newly discovered computer

{3 Ove rvi eW”, (1 Site C O nfi gu rati O n ”, (14 Sites” resources and on existing computer resources that do not have the client installed

[[] Allow connection falback to NTLM

3. Right CliCk the primary Site’ then Cl.iCk I the site server is unable to authenticate with the client using Kerberos, this option allows it

to use a less secure NTLM connection
“Client Installation Settings”, “Client Sysem o
P u S h I n St a ll at I O n » Install the Configuration Manager client software on the following computers:

Servers

4. Uncheck “Allow connection fallback to =
NTLM?”, then click “Apply”, then “OK” 2 Conuraton Nonagr s system srvers

Patch KB15599094 must be installed for this e e P ™oy
change to take effect (PREVENT-1).

(O Always install the Configuration Manager client on domain controllers

® Never install the Configuration Manager client on domain controllers unless specified
=" in the Client Push Installation Wizard

I~ s | [ o

https://learn.microsoft.com/en-us/intune/configmgr/core/clients/deploy/deploy-clients-to-windows-computers




Disable automatic site-wide client push installation

P R EV E NT 5 [] Client Push Installation Properties X
-

General Accounts Installation Properties

1 ) O p e n C O nfi g M gr C O n S O le L\ Client Push Installation for Configuration Manager client
2 ° N a Vi ga t e to “Ad m i n i St ra ti O n ”’ %is%&?li?rﬁi?jﬁestzm:zr:z: ;:;:lgr:tacli'ixr;n newly discovered computer

{3 Ove rvi eW”, (13 Site C O nfi gu rati O n ”, € Sites” resources and on existing computer resources that do not have the client installed.

] Allow connection falback to NTLM

3. Right CliCk the p!’imary S.ite, then .Cl.iCk tlfotigsesgeles:sn;z:ﬁ :nﬁ?ifﬁociﬁ?:g::tewnhthe client using Kerberos, this option allows it
“Client Installation Settings”, “Client
Push Installation”

4. Uncheck “Enable automatic site-wide

client push installation”, then click

“Apply”, then “OK” ey e el P
D O e S n Ot p reve n t Ke r b e ro S re lay if a n SC C M (O Aways install the Configuration Manager client on domain controllers
a d m i n i n It i ate S a m a n U a l. C li e n t p U S h ® Never mtall the Confngurat:or: Iﬁanager client on domain controllers unless specified
i n Sta llati O n ) in the Client Push Installation Wizard

R oK ]| Concel || ool

https://learn.microsoft.com/en-us/intune/configmgr/core/clients/deploy/deploy-clients-to-windows-computers




SCCM Hierarchy Takeover Attack Paths
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TAKEOVER-1 TAKEOVER-2 TAKEOVER-3

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

TAKEOVER-4 TAKEOVER-5

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

TAKEOVER-6 TAKEOVER-7 TAKEOVER-8
NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP

SMS Provider and passive site servers on domain controller



SCCM Hierarchy Takeover Attack Paths
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TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14

Require SMB signing on site systems PREVENT-12

Patch site server with KB15599094 PREVENT-1

Disable NTLM fallback for client push installation PREVENT-2

Disable automatic site-wide client push installation PREVENT-5
Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5

Require EPA on AD CS servers PREVENT-14

Disable and uninstall WebClient on site servers PREVENT-11

Require LDAP channel binding and signing PREVENT-13

Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting

Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



TAKEOVER-5 REMEDIATION

Upgrade to Configuration Manager v2509, which
denies NTLM authentication to the SMS Provider
AdminService by default

OR

* Only host the SMS Provider role on a standalone
primary site server
* Won’t work in hierarchies with multiple primary site
servers (e.g., passive, CAS) because one can be coerced
and relayed to the SMS Provider on the other




SCCM Hierarchy Takeover Attack Paths
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TAKEOVER-1 TAKEOVER-2 TAKEOVER-3

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

TAKEOVER-4 TAKEOVER-5

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

TAKEOVER-6 TAKEOVER-7 TAKEOVER-8
NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP

SMS Provider and passive site servers on domain controller



SCCM Hierarchy Takeover Attack Paths

TAKEOVER-3

NTLM coercion and relay
to HTTP on ADCS



TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14
Require SMB signing on site systems PREVENT-12

Patch site server with KB15599094 PREVENT-1

Disable NTLM fallback for client push installation PREVENT-2
Disable automatic site-wide client push installation PREVENT-5

Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5

Require EPA on AD CS servers PREVENT-14

Disable and uninstall WebClient on site servers PREVENT-11
Require LDAP channel binding and signing PREVENT-13
Remove unnecessary links to site databases PREVENT-19

Set a strong MSSQL service account password Prevents Kerberoasting

Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Require EPA on AD CS

PREVENT-14

On AD CS servers:
1. OpenllS Manager
2. Expand the connection,

“Sites”, and “Default Web Site”
3. Click on “CertSrv” to configure

the Certificate Authority
Enrollment Service

4. Double-click “SSL Settings”

't;j Internet Information Services (1IS) Manager

i ‘¥ » ADCS » Sites » Default Web Site » APERTURE-ADCS-CA_CES_Kerberos »
File View Help
Connections
Q- 2 1@ ‘f /APERTURE-ADCS-CA_CES_Kerberos
€y Start Page Home

~ 93 ADCS (APERTURE\labadmin)
.} Application Pools
v - @ Sites

v P Default Web Site
‘¥ ADPolicyProvider_CEP_Kerberos
¥ APERTURE-ADCS-CA_CES Kerberos

aspnet_client

+ | CertEnroll
¥ CertSev

Filter: v o0 = \j3Show All | Group by:

:(“

@ n

S =

ASP Authentic... Compression
| gl
8] =

Error Pages Failed Handler
Request Tra... Mappings

. =
k= JJ" &
Logging  MIME Types  Modules

SSL Settings

Default

DDDDDDD

| Features View |

Content View

Directory
B

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-

services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on AD CS
PREVE NT_1 4 4 et famation sevies 15 v - O

X
« F » ADCS » Sites » DefaultWebSite » CentSrv » w oy e

File View Help
Connections

5. Check the box next to U P sstsetiogs LT
©

Wy Start Page This page lets you modify the SSL

% -
¢ R e u I re SS L” v 93 ADCS (APERTURE\labadmin) settings for the content of a website
3 Application Pools or application.

e
equire SSL

. €¢ 'Y v & Default Web Site B Req

6 C ll C k A p p l.y ¥ ADPolicyProvider_CEP_Kerberos Client certificates:

.

v P APERTURE-ADCS-CA_CES_Kerberc

e
If this setting is not applied,
relaying to HTTP instead of HTTPS
will bypass EPA

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-
services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on AD CS

‘?_', Internet Information Services (IIS) Manager

PREVENT-14
(e - P » ADCS » Sites » Default WebSite » CertSrv »

File View Help

7. Click on the “CertSrv” site R G /Certsrv Home

v -9 ADCS (APERTURE\labadmin)
~

again
(D Application Pools IS &
v Sites
o 1] A h 0 0 9 " 3 ) 3
8 ° D O u b le B C ll C k Ut e ntl C at I O n * ‘D:f:gtp:‘lrrtc‘;s:t:wder CEP_Kerberos v :;:"j ‘t*] o
g ASP Authenticati JCompression  Default

I APERTURE-ADCS-CA_CES_Kerberos = D
Traces
- —— F
| aspnet_client = f l 1=h |
5| CertEnroll 7 404 h-.(u <
P CertS Directory  Error Pages Failed Handler
Browsing Request Tra... Mappings
W K2 £
P T -
< = =) JE
HTTP HTTP Logging  MIME Types

Redirect Respon...

M P 2 §

Modules Output Request SSL Settings
Caching Filtering »

< > ﬁ Features View || Content View

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-
services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on AD CS

PREVENT-14

‘P » ADCS » Sites » Default WebSite » CentSrv »
File View Help
Connections . N
o o Y, o Q.- ” 18 ‘-‘ Authentication
. 1 = .
9. Right click “Windows
. . 4 Group by: No Grouping
A h 2 b €3 ADCS (APERTURE\labadmin)
uthentication 2 Application Poals Name Stotus Response Type
v -8 Sites Anonymous Authentication Disabled
0 (13 A d d S H » v @ Default Web Site ASP.NET Impersonation Disabled
10.Click “Advanced Settings Galut  lmae T
v -(# APERTURE-ADCS-CA_CES Kerberos| | Windows Authentication Enabled HTTP 401 Challenge

11.Set “Extended Protection” to s ?
“ Req U I re d ”? P Cetsrv Extended Protection:

12.Click “OK”

Setting to “Accept” will not prevent
NTLM relay attacks if the coerced
client doesn’t support channel
binding

F4 Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve
authentication perfformance and prevent authentication problems with

application poels configured to use a custom identity. As a best practice, de not
disable this setting if Kerberos authentication is used in your environment and the

application pool is configured to use a custom identity.

Cancel

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-

services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on AD CS

P R EV E N I _1 4 ‘l.'_] Internet Information Services (IIS) Manager

=

= ‘D » ADCS » Sites » Default Web Site » APERTURE-ADCS-CA_CES_Kerberos »

File View Help

13.Repeat steps 3-12 for the e & /APERTURE-ADCS-CA_CES_Kerberos
§j Start Page Home

Certificate Enrollment Web + 45 ADCS (APERTURE abadrin Fier - .60, Gy Shown

L} Application Pools

Service (“APERTURE-ADCS- o =

3 , o e o
99 ° vmﬁh‘ ASP Authentic.. Compression  Default
CA_CES _Kerberos” in the =

aspnet_client

P @ B &
example) 2 Contol

‘P CertSrv Directory  Error Pages Failed Handler

Browsing Request Tra.. Mappings
1= BE. 1
: ‘_; r":--- - l -i J,J\-
HTTP HTTP Logging  MIME Types
Redirect Respon...
| a @ 8]
f,_#’. 'ﬂwﬂ b= \ﬂ

Modules Output Request  SSL Settings
Caching Filtering v

< > & Features View | (.7 Content View

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-
services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




Require EPA on AD CS

' PREVENT-14

14. Append “<%windir%>\systemdata\CES\<CA>_CES_Kerberos\web.config”:

<binding name="TransportWithHeaderClientAuth">
<security mode="Transport">
<transport clientCredentialType="Windows">
<extendedProtectionPolicy policyEnforcement="Always" />
</transport>
<message clientCredentialType="None" establishSecurityContext="false" negotiateServiceCredential="false" />
</security>
<readerQuotas maxStringContentLength="131072" />
</binding>

15. Restart the IIS service by issuing the “iisreset /restart” command

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntlm-relay-attacks-on-active-directory-certificate-
services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429




SCCM Hierarchy Takeover Attack Paths
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TAKEOVER-1 TAKEOVER-2 TAKEOVER-3

NTLM coercion and relay to NTLM coercion and relay to NTLM coercion and relay
MSSQL on remote site database SMB on remote site database to HTTP on ADCS

TAKEOVER-4 TAKEOVER-5

NTLM coercion and relay from NTLM coercion and relay to
CAS to origin primary site server AdminService on remote SMS Provider

* el

TAKEOVER-6 TAKEOVER-7 TAKEOVER-8
NTLM coercion and relay NTLM coercion and relay NTLM coercion and relay
to SMB on remote to SMB between primary HTTP to LDAP

SMS Provider and passive site servers on domain controller



SCCM Hierarchy Takeover Attack Paths

2,

t —1
TAKEOVER-8

NTLM coercion and relay
HTTP to LDAP
on domain controller



TAKEOVER/ELEVATE Prevention

Require EPA on site databases

Require SMB signing on site systems PREVENT-12

Patch site server with KB15599094 PREVENT-1

Disable NTLM fallback for client push installation PREVENT-2

Disable automatic site-wide client push installation PREVENT-5

Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5

Require EPA on AD CS servers PREVENT-14

Disable and uninstall WebClient on site servers PREVENT-11
Require LDAP channel binding and signing PREVENT-13
Remove unnecessary links to site databases PREVENT-19

Set a strong MSSQL service account password Prevents Kerberoasting

PREVENT-20

Block unnecessary connections to site systems

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Disable and uninstall WebClient on site servers

PREVENT-11

On each primary site server, central administration ST e S = B
site server, and passive site server: Remove features bl
1 . O p e n S e rve r M a n a ge r Before You Begin To remove one or more installed features from the selected server, clear their check boxes.

Server Selection Features Description
2 . C l.l C k “Ad d RO l.e S a n d Fe atu re S ”? Server Roles | SNMP Service (Not installed) Enables Windows-based programs

Storage Migration Service (Not installed) to create, access, and modify

Storage Migration Service Proxy (Not installed) Internet-based files.

3. Click “Start the Remove Roles and Features Sosge Rl ot
2 » ystem a‘a rcwerl
Wizard S s ol

TFTP Client (Not installed)

Q [13 ”» Q Q [13 VM Shielding Tools for Fabric Management (Not ir
4. Click “Next” until reaching “Remove
Y} Windows Biometric Framework (Not installed)
fe at u re S Windows Identity Foundation 3.5 (Not installed)

Windows Internal Database (Not installed)
i [m] Windows PowerShell

5 . U n C h e C k “We b DAV Re d i re Cto r ”’ th e n C li C k I Windows Process Activation Service (Not installed)

Windows Search Service (Not installed)

(13 N t” Windows Server Backup (Not installed)
eX Windows Server Migration Tools (Not installed)
Windows Standards-Based Storage Management (

6. Check “Restart the destination server

automatically if required” (or restart
manually later), then click “Remove”

https://www.redfoxsec.com/blog/an-in-depth-exploration-into-webclient-abuse



Disable and uninstall WebClient on site servers

' PREVENT-11

Equivalent GPO: Computer e R
Configuration > Windows Settings > SHETTE g

Before You Begin To remove one or more installed features from the selected server, clear their check boxes.

Security Settings > System Services> | .
WebClient > Startup Type: Disabled " St e ot e e e oy

Storage Migration Service Proxy (Not installed) Internet-based files.

Storage Replica (Not installed)
System Data Archiver

PS> Uninstall-WindowsFeature -

Name WebDAV-Redirector m
If WebClient is installed but not - sl
running, it can potentially be triggered e o e

to start and be abused

Windows Identity Foundation 3.5 (Not installed)
indows Internal Database (Not installed)

< Previous Next > Remove Cancel

https://www.redfoxsec.com/blog/an-in-depth-exploration-into-webclient-abuse



Require LDAP channel binding and sighing

' PREVENT-13

1. Configure Windows clients and domain controllers to negotiate channel
binding and signing via GPO when supported

2. Monitor events to identify clients that may not comply with signing or
channel binding requirements

3. After handling outliers, require LDAP channel binding and signing

If only channel binding is required, relay to LDAP with StartTLS is possible
because TLS is established after NTLM authentication is complete

If only signing is required, relay to LDAPS is possible (pre-Windows Server
2025) because TLS traffic is signed

https://www.hub.trimarcsecurity.com/post/ldap-channel-binding-and-signing




SCCM Hierarchy Takeover Attack Paths
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TAKEOVER-9

Ride MSSQL links configured
with DBA privileges



TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14
Require SMB signing on site systems PREVENT-12
Patch site server with KB15599094 PREVENT-1
Disable NTLM fallback for client push installation PREVENT-2
Disable automatic site-wide client push installation PREVENT-5
Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5
Require EPA on AD CS servers PREVENT-14
Disable and uninstall WebClient on site servers PREVENT-11
Require LDAP channel binding and signing PREVENT-13
Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting
Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Remove unnecessary links to site databases

' PREVENT-19

* Unfortunately, this is much easier said than done

* You can’t see what servers are linked TO a site database server with
SQL queries run on the site database server

* You can monitor login events and client connections, but these still
may return false negatives for linked servers that rarely connect to the

site database

 Another optionis to collect links from ALL other SQL servers, which
we’ll cover in a few slides

https://learn.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/sp-dropserver-transact-
sql?view=sql-server-ver17



Remove unnecessary links to site databases

PREVENT-19

File Edit View Query Git Project Tools Extensions Window Help Q Search v @\] ses %Signin - X
1. Open SQL Server . |

@ B~ ENew Query 3 - v |8l es & v | & ADMIN
Management Studio 5 awrst v )| b oo m v 73 55 @ & (@) e
Object Explorer v # X ||sQLQuery3...dmin (103))* £ X 1 ps1-db.CM_PS... CH Settings SQLQuery2.s...nadmin (79))* SQLQuery1.sq...inadmin (70))

2 C d b . h AL e [ 1 D EXECUTE sp_dropserver 'TESTLINKEDTO_LOOPBACK_WINDOWS', 'droplogins';
° O n n e C.t. t.o a t a a S ? S W I t =8 . (SQL Server 16.0.1145.1 - mayyhem\domainadmin)
connectivity to the site s
= Server Objects

database

i % Endpoints
= Linked Servers
3. View any configured links e escon
[ & TESTLINKEDTO_LOOPBACK ADMINROLE

i n “Se rve r O bj e CtS 2 > e i b e e e 100% v @ Noissues found Ln:1,Ch:43 TABS CRLF  Windows 1252

[ 8 TESTLINKEDTO_LOOPBACK_IMPERSONATE 8 Messages
(13 L' k d S » [ & TESTLINKEDTO_LOOPBACK_NESTED_CONTROL Commands completed successfully.
I n e e rve rS [ & TESTLINKEDTO_LOOPBACK_NESTED_IMPERSON!

Completion time: 2026-04-27T11:24:32.7424688-04:00
[# & TESTLINKEDTO_LOOPBACK_NESTED_SECADMIN

o] e

[ 8 TESTLINKEDTO_LOOPBACK REGULAR

4 . C li C k (0 N eW Q u e r‘y” [+ 8 TESTLINKEDTO_LOOPBACK_SECURITYADMIN

[ 8 TESTLINKEDTO_LOOPBACK_ SYSADMIN
[ 8 TESTLINKEDTO_LOOPBACK WINDOWS

5. Run “EXECUTE s

& = Always On High Availability 100% v ® No issues found Ln:4,Ch: 1 TABS MIXED UTF-8 with BOM

S p d ro p S e rve r ¢ < n a m e > ) 4 » @ Query executed successfully. @ (local) (16.0 RTM) mayyhem\domainadmin (103) CM_PS1 00:00:00 Row:0, Col:0 0 rows
— b
¢ a )
droplogins

https://learn.microsoft.com/en-us/sqgl/relational-databases/system-stored-procedures/sp-dropserver-transact-
sql?view=sql-server-ver17



Kerberoasting

* By design, attackers can request Kerberos service tickets
for accounts with Service Principal Names (SPNs)
* e.g., site database service account

* |f configured with a weak password, these service tickets
can be cracked (via password guessing until a match is
found) to obtain the cleartext password for the domain
service account

* The password for this account can be used to get service
tickets for any user of any service running as that account

* e.g., impersonate the site server or another DBA to the site
database



TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14

Require SMB signing on site systems PREVENT-12

Patch site server with KB15599094 PREVENT-1

Disable NTLM fallback for client push installation PREVENT-2

Disable automatic site-wide client push installation PREVENT-5

Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5

Require EPA on AD CS servers PREVENT-14

Disable and uninstall WebClient on site servers PREVENT-11

Require LDAP channel binding and signing PREVENT-13

Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting

Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



TAKEOVER/ELEVATE Prevention

Require EPA on site databases PREVENT-14
Require SMB signing on site systems PREVENT-12
Patch site server with KB15599094 PREVENT-1
Disable NTLM fallback for client push installation PREVENT-2
Disable automatic site-wide client push installation PREVENT-5
Upgrade to v2509 to prevent relay to AdminService Noted in TAKEOVER-5
Require EPA on AD CS servers PREVENT-14
Disable and uninstall WebClient on site servers PREVENT-11
Require LDAP channel binding and signing PREVENT-13
Remove unnecessary links to site databases PREVENT-19
Set a strong MSSQL service account password Prevents Kerberoasting
Block unnecessary connections to site systems PREVENT-20

IMPORTANT: Implementing these settings may impact connectivity and/or performance, so it is crucial to first audit and test
these changes in your environment before implementing in production.



Block unnecessary connections to site systems

' PREVENT-20

Site servers (including primary site, central administration site, and passive site
servers):

e TCP/445 (SMB) - inbound and outbound
Site database servers:

e TCP/445 (SMB) - inbound

« TCP/1433 (MSSQL) - inbound

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/ports




Block unnecessary connections to site systems

' PREVENT-20

There is no support for relay protection on the SMS Provider AdminService!

Pre-v2509, it is imperative to restrict the following ports on remote SMS
Providers:

e TCP/443 (HTTPS) - inbound

e TCP/445 (SMB/WMI) - inbound

Not applicable to standalone primary site servers with the only SMS Provider
If necessary, move SMS Providers to a system without client-facing roles

Restricting connections to TCP/443 and TCP/445 isn’t feasible when the server
also hosts client-facing roles (e.g., management point, distribution point), so
these ports are often open

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/ports




CRED Attacks




Machine Policy Secrets

' Downloaded from Management Points

* Network Access Accounts (NAA)

* Domain accounts used by systems that are not joined to AD to download
content from software distribution points

* Task Sequences

* Step-by-step instructions executed by clients, often for operating system
deployment or complicated software installations/setup

e Collection Variables
* Environment variables defined for a device collection to access

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts




Machine Policy Secrets

' Downloaded from Management Points

 May contain obfuscated domain join credentials, local admin
credentials, RunAs credentials

* Can be requested from a management point and deobfuscated
by approved devices

* Attackers can create a domain computer account as any domain user,
use it to registering a fake device with a self-signed cert, and SCCM will
auto-approve it, after which the attacker can request policy for it

OR

* Attackers can reuse an existing client device’s certificate to request policy
(requires admin)

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts




Machine Policy Secrets

' On Client Devices

* Credentials are stored on clients as DPAPI blobs protected by the
system's masterkey

* Retrievable via WMI as a privileged user

* Remain in CIM repository after client is uninstalled or account
rotation
* C:\Windows\System32\Wbem\Repository\OBJECTS.DATA

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts




' DEMO

CRED Attacks




Real World Examples

Overprivileged Policy Secrets

* Domain join account in PXE boot
task sequence Owns all computers
in the domain

* Remember to change ownership
and remove rights assignments
frhom accounts that do not require
them

» dsHeuristics 29 bit blocks implicit
owner rights for computer objects

Creds in PXE boot task sequences
can be retrieved remotely if there is
no PXE password or a weak one




CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4

Disable network access accounts PREVENT-3 + PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**|f you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares



CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4

Disable network access accounts PREVENT-3 + PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**|f you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares



Configure Enhanced HTTP

PREVENT-4

Open the Configuration
Manager Console

2. Navigate to Administration >
Site Configuration > Sites,
then click the site

Click “Properties”

B Microsoft Configuration Manager (Connected to PS1, Aperture Science - SITE-SERVER.APERTURE.LOCAL)

B Client Settings
Securm,r

J Dictriburtion Painte

’\' Assets and Compliance

I‘:.F: Software Library

. Monitoring

<1 Administration

_‘E Community

Ready

- O X
-] Y A
< )
¢ > (B )
Hierarchy Saved - Set Security Properties
Crc.ate Settings Seachac S|f= Sen‘wngs Scopes
Sites Search Classify Properties
& v vlh \ » Administration » Overview » Site Configuration » Sites v = ]
Administration < Sites 1 items
4 Site Configuration Search current node Search Add Criteria ~
J g —
tg; Sites lcon Name Type Server Name State Site Code | Pa
& Servers and Site System Roles I 5] PS1 - Aperture Science Primary site SITE-SERVERAPERTURELOCAL  Site Active PS1

Aperture Science

General

Site Code:

Server Name:

" | summary [ Nodes | Maintenance Tasks |

PsS1
SITE-
SERV

Content Library Related Objects

Location: iy Discovery Methods
Move Status:

Move Progress (%): 100

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/enhanced-http




Configure Enhanced HTTP
PREVENT-4

4. Click the “Communication Security” tab
5. Select “HTTPS or (E)HTTP”

6. Check the box next to “Use Configuration
Manager-generated certificates for HTTP
site systems”

7. Click “Apply”, then “OK”

Enhanced HTTP does not prevent registration
of fake device records to download machine
policy secrets or coerce automatic client push

Aperture Science Properties

Deployment Verfication Securty Signing and Encryp
General WakeOn LAN Ports Sender Publishing

et
Ste system settings

Select the communication method (HTTP or HTTPS) for the ste systems that use IIS. To use HTTPS, the
servers must have a valid PKI web server certficate (server authentication capabity)

(O HTTPS only
(® HTTPS or HTTP

B4 Use Configuration Manager-generated ceficates for HTTP ste systems

Clent settings
Speciy settings for chents when they communicate with ste systems that use IS

FA Use PKI client certficate (chent authentication capabiity) when avalable

Chent certificate selection
Location A Moddy
Criteria Chent authentication capabilty
Mutiole Cedficates Select anv certficate that matches ¥

£4] Clients check the cerfficate revocation kist (CRL) for ste systems

Trusted Root Certification Authorties
None specfied Set

& [ox ] conce

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/enhanced-http




CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4

Disable network access accounts PREVENT-3 + PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**|f you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares



Disable Network Access Accounts

PREVENT-3

1. Openthe Configuration
Manager Console

2. Navigate to
Administration > Site

B Microsoft Configuration Manager (Connected to PS1, Mayyhem Labs - pss.mayyhem.com)

- Home | All Workspaces ~ | Searc

B B
J;‘ 1
Hierarchy Saved -~
Settings Searches * ¥ Refresh
Sites Search

(— v [Egg \ » Administration »
Administration

4[] Overview

» EiUpdatesand Servicing

Overview »

»

Configuration > Sites,
then click the site

3. Click “Configure Site
Components”, then
“Software Distribution”

3

4

_| Hierarchy Configuration
_| Cloud Services

_| Site Configuration

E’%g Sites

B> Servers and Site System Roles

_#—' Assets and Compliance
l‘f‘ﬁ Software Library
. Monitoring

|, Administration

’;, Community

Ready

m

- | X
A ® 01 R~
_— ; ; ~ —
Delete ﬁ E’ L E Site Maintenance ] ‘ ‘
# = - fj Status Summarizers O
Manage Configure Site Client ¥ Set Security Properties
Content Library Components * Installation Settings + ¥ Status Filter Rules Scopes

Site Software Distriution Classify Properties

Sie Configumtan LS Software Updaté Point . . |
Operating System Deployment
¢ Sites 1 items Management Point
Search current node Status Reporting Search Add Criteria v
-~ Email Notification
lcon Name State Site Code | Parent
Collection Membership Evaluation z =
(= PS1 - Mayyhem Labs Spessii bl IR Site Active Psi
Mayyhem Labs b d
General Content Library Related Objects
Site Code: Ps1 Location: & Discovery Methods
Server Name: pss.m Move Status: Wl File Replication
ayyhe Move Progress (%): 100 S
s %o Show Status

' Summary ‘ Nodes | Maintenance Tasks

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




Disable Network Access Accounts

PREVENT-3

Click the “Network Access
Account” tab

Select each account and
click the big red X

When prompted to delete
the only NAA, say “Yes”

Click “Apply”, then “OK”

\:| Software Distribution Component Properties

General Pull Distribution Point Network Access Account

Specify an account that accesses network locations when the site contains clients that are
workgroup computers or that are from an untrusted domain

Network Access Account

Token based authentication provides a secure mechanism for content retrieval when a
unique Active Directory identity cannot be used. The Network Access Account is still
required in certain cases.

Leam more

(O Use the computer account of the Configuration Manager client

(®) Specify the account that accesses network locations

Name

Configuration Manager

R

This is currently the only Network Access Account for the site.

! If you remove this account, the site might not be able to
function properly. Are you sure that you want to remove the
only Network Access Account from this site?

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




Disable Network Access Accounts

' PREVENT-15

8. Open Active Directory Users and Computers
9. Openthe “Properties” window for each NAA

10. Click the “Account” tab, check the box next to
“Accountis disabled”

11. Click “Apply”, then “OK”
12. Rejoice

networkaccess Properties

> x |

Member Of Diakin Environment Sessions
Remote control Remote Desktop Services Profile COM+
General  Address Account  Profie  Telephones  Organization
User logon name
User logon name (pre-Windows 2000)
mayyhem\ networkaccess
Logon Hours... Log On To...
Unlock account
Account options:
USET G@annot anar L Ll
Password never expires
eversible encryption
4 Account is disabled
Smart card is required for interactive loaon
Account expires
& Never
End of
[0 ] cmen  w he

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




Disable Network Access Accounts

Reset Password 7
PREVENT-15 = \
-
Confirm password:

User must change password at next logon

The user must logoff and then logon again for the change to take effect.

* Alternatively, rotate the password after removing N

the NAA from SCCM by selecting “Reset Password” T a——

in ADUC and revoke any issued certificates in —

Certification Authority. :

il certsrv - [Certification Authority (Local)\mayyhem-CA\lssued Certificates] - o X

* If the NAA is removed from SCCM but not disabled p

or the password rotated, the WMI repository on T e Fre—— PSS P——

client devices will still contain valid credentials. Ve W“ L M. - L
* If those credentials were at any point used to Prhmeny R ot

request a certificate that is still valid, that

certificate can still be used for authentication and e T

to get the account’s TGT and NT hash even after

the password has been rotated. T TR ’

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4
Disable network access accounts PREVENT-3 + PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**If you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares



Enforce the principle of least privilege for accounts

PREVENT-10

* GPOs:

* Deny log on locally

* Deny log on through
Remote Desktop Services

o 2@ XE= HE

v [ Computer Configuration
v [ Policies
| Software Settings
v | Windows Settings
| Name Resolution Policy
(= Scripts (Startup/Shutdown)
v _5'3 Security Settings
A Account Policies

<

| Local Policies
3 Audit Policy
J| User Rights Assignment
5 Security Options
f] Event Log
A Restricted Groups
A4 System Services
4 Registry
4, File System
i{ Wired Netwark (IEEE 802.3) Policies

| Network List Manager Policies
,si..g’,’ Wireless Network (IEEE 802.11) Policies
_ PublicKey Policies
_| Software Restriction Policies
_ Application Control Policies

. Windows Defender Firewall with Advan.

Deny log on locally Properties ?

Security Policy Setting  Explain

Deny log on locally

This security setting determines which users are prevented from
logging on at the computer. This policy setting supersedes the
Allow log on locally policy setting if an account is subject to both
policies.

Important

If you apply this security policy to the Everyone group, no one will
be able to log on locally.

Default: Non e‘|

For more information about secunty policy and related Windows

E Cancel AD'O‘F

https://learn.microsoft.com/en-us/intune/configmgr/core/plan-design/hierarchy/accounts#actions-that-require-the-network-access-account




CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4

Disable network access accounts PREVENT-3 + PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**|f you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares



Configure a strong PXE boot password

PREVENT-6

1. Open the Configuration
Manager Console

2. Navigate to
Administration >
Distribution Points

3. Rightclick on each
distribution point and
select “Properties”

I8 Microsoft Configuration Manager (Connected to PS1, Mayyhem Labs - pss.mayyhem.com) = O X
- Home | All Workspaces “ | Search A ® 11 &~
2 (4 Refresh n ;’ﬁé ;! ) =]
Y =| d ! i =
Saved Set Security Reassign Enable Properties
Searches ~ Scopes  Distribution Point Maintenance Mode Mainte e
Search Distribution Point Classify Properties
‘- v [E:f— \ » Administration » Overview » Distribution Points v &
Administration < Distribution Points 1 items
@ Security Scopes Search current node Search Add Criteria
4 -
2 Accounts lcon Location Site Code | Version | Type Pull Distribution Point Distribution
%, Console Connections in DP MAYYHEM.COM PS1 5.00.91... On-premises No No
jf: Distribution Points (3 Refresh F5

25 Distribution Point Groups @ Set Security Scopes

’ Migration Reassign Distribution Point

P g

¥ 1 Management Insights 2if Enable Maintenance Mode

[

| Disable Maintenance Mode

’_" Assets and Compliance

=
- DP.MAYYHEM.COI [ | Properties
ﬁax Software Library = %

Properties
. Meonitoring 2 -
. ” = Location: DP.MAYYHEM.COM
<, Administration Distribution Point Group
- ) Member: No
%5 Community Count of Group
Memberships: 0

Related Objects
4 | Applications
¥y Packages

S oft

re Update Packages

. Driver Packages

" | summary [ Drives |
Ready

https://www.mwrcybersec.com/research_items/identifying-and-retrieving-credentials-from-sccm-mecm-task-sequences




Configure a strong PXE boot password

PREVENT-6 ) 0P MANTHEM.COM Propertis »

Rate Limts  Pul Distribution Point  Security
General Communication PXE  Mulicast Group Relationships Content Content Validation Boundary Groups  Schedule

[ Enable PXE support for chents

4. Click onthe “PXE” tab el
5. Check the box next to “Require a e —
9 Enable a PXE responder without ws Deployment Service

password when computers use PXE 3 i Pfore Mg Pt o P e
6. Enter a strong passphrase e ————
7. Click “Apply”, then “OK” vl [ m— |
If an uncrackable password is not set, p—— s s e ]
task sequences that may contain creds Y ———
(and the distribution point’s cert, if using ) s P i ot

PKI) can still be dumped remotely

Restrict PXE to specific VLANs if
possible! P ——— .

R [ox ] concs || sooy

https://www.mwrcybersec.com/research_items/identifying-and-retrieving-credentials-from-sccm-mecm-task-sequences




CRED Prevention

Protect Secrets Stored in Machine Policies

*Configure Enhanced HTTP PREVENT-4
Disable network access accounts PREVENT-3 + PREVENT-15
**Enforce the principle of least privilege for accounts PREVENT-10
Configure a strong PXE boot password PREVENT-6
Restrict permissions to join machines to AD PREVENT-16

*Configuring PKI certificates for client authentication (PREVENT-8)
would be ideal but involves a lot of overhead compared to EHTTP

**|f you must have an NAA, disable interactive logon and restrict to
read-only access to distribution point network shares



Restrict permission to join machines to AD

PREVENT-16

. Open ADUC on a DC

. Right click the domain object and

select "Properties”

3. Select the "Attribute Editor" tab

. Find the "ms-DS-

MachineAccountQuota” attribute

. Set the attribute to 0

—

=

File Action View Help
o= 2FH B =2 HRE 3 @aETa%

: Active Directory Users and Comi. Name Type Description
| Saved Queries 1. e MR P
~ i APERTURE.LQCAL
| Builtin
| Computers General Managed By Object Securty Attribute Editor
o Domain Controllers i
| ForeignSecurityPrincipal ke A
| Keys Atribute Value -
| LostAndFound msDS-LogonTimeSyn... <not set>
» [ Managed Service Accou ms-DS-MachineAcco.. 10
| Program Data msD5-MeType 1]
Integer Attribute Editor X
Attribute: ms-DS-MachineAccountQueta
e —
[in
Clear Caneel
objectCategory CN=Domain-DMNS CN=5chema CN=Configur
obiectClass ton; domain; domainDNS .
£ >
Edit Fitter
(6]4 Cancel Apply Help

https://learn.microsoft.com/en-us/windows/win32/adschema/a-ms-ds-machineaccountquota




Restrict permission to join machines to AD

& Group Po

PREVENT-16

5/ Default Domain Controllers Policy ” Default Domain Gontrollers Policy

File Action View Help

1. Open Group Policy Management **2m X065 an

1=/ Default Domain Controllers Policy [DC.APERTURE.LOCAL] Policy

v i Computer Configuration 1o Access Credential Manager as a trusted caller

2. Right click “Default Domain Controllers Policy”| |~ »x....... o

lis) Act as part of the operating systern

1] LR L] ~ [ Windows Settings
and SeleCt Ed It 7| Name Resolution Policy &Add workstations to domain

.o Adjust memory quotas for a process

Policy

Policy Setting

Mot Defined

Everyone Administrators, Authe...
Mot Defined

Authenticated Users

LOCAL SERVICE,NETWORK SER...

v B Security Settings Add workstations to domain Properties
. " . . I ::ﬁ Accountfuhcles

3. Navigate to "User Rights Assignment it

R R AR

| Security Options =

4. Right click "Add workstations to domain" and o b

Security Policy Setting  Explain

]'é‘ Add workstations to domain

? x rs,Backup Operato...
rs,Backup Operato...
[CAL SERVICE,NETW...

CE, Administrators,...

rs

Restricted G
. i Authenticated Users
" n & System Services
selecC I 6 Regity
» [g File System
» fu/ Wired Networl (IEEE 802.3) Policies

5. Remove "Authenticated Users®, then click e e

> Zilf Wireless Network (IEEE 802.11) Policies

“Apply” and “OK” §- e oA
. . . . > g \L;p::::rt:;npsﬁ::: L:?:t‘il Directory (APERTURE.LOC Add User or Group. Remove
Attackers can still impersonate a client device to b it iy elgy i

o . . | Administrative Templates: Policy definitions (ADMX files) retrie|
fetch secret policies from a management pointwith | | ;o=

local admin on any domain-joined computer

Cancel

s Server Operators
CE NETWORK SER...

15 Window Manag...

1s,Print Operators

1s,Backup Operato...

i)

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-

settings/add-workstations-to-domain




CANARY Techniques
Tripwires for attackers to stumble over

* NAA

*task sequence

e collection variable
* WIM file on DP

*Script on DP



Automating issue discovery



BloodHound
g —



BloodHound
g —

* Attack path management for:
* Active Directory
* Entra ID

Free and open-source!

https://bloodhound.specterops.io



BloodHound
g —

* Depicts control relationships (edges)
between identities (nodes)

* |dentifies long-forgotten, unintended
chains of permissions and abuses that
allow control of critical infrastructure

https://bloodhound.specterops.io
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= Q. SEARCH © PATHFINDING </> CYPHER None Selected

»

Select a node to view the associated information
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BloodHound OEenGraEh

* Allows anyone to extend the graph to
additional technologies

 Add your own identities (hodes)
and relationships (edges)

https://bloodhound.specterops.io/opengraph/library



BloodHound OEenGraEh

* Attack path management for:
* Active Directory
* Entra ID
* All the things!

Free and open-source!

https://bloodhound.specterops.io



OpenGraph Library

v @ 1Password

0
* (0} Ansible

N

~ Q) Active Directory (AD)

<!




Unfortunately...

The name SCCMHound

was already taken




ConflgManBea rPig

A PowerShell (Python coming soon)
OpenGraph collector for SCCM

= 5 newnodes

= 20 new edges

= 13 existing edges

=  Does NOT require privileged
access, just a domain user

https://github.com/Mayyhem/ConfigManBearPig



RECON: 6/7
CRED: 3/8
COERCE: 0/2
ELEVATE: 1/5
TAKEOVER: 8/9
EXEC: 2/2




Collection
RUN ONCE PHASES



LDAP

Local
Computer

S — LDAP ﬁ Domain

h Response Traffic n—————N Controller

= Reads from System Management container
in Active Directory

= Discovers:
= sites, site servers, management points



Local

Local
Computer

= Reads client device logs on disk
= Discovers:
" management points, distribution points



DNS

Local
Computer

h Response Traffic s———

= Uses known site codes to query SRV records
= Discovers:
" manhagement points



Collection
PER HOST PHASES




Remote Registr

Local

—
Computer SMB

ﬁ
h Response Trafﬁc ——————

Discovered
System

= Queries subkeys accessible to authenticated users
= Discovers:
= gsjte servers, site database servers, current user



MSSQL

Local
Computer

h Response Trafﬁc ———

Discovered
System

= |dentifies extended protection for authentication settings
= Discovers:
= site database servers, server and database principals



AdminService

7—

Local
Computer

h Response Traffic —————

Discovered
System

= Queries AdminService REST APl on SMS Providers
= Dijscovers:
= sjte systems, admin users/roles, client devices,
logged in users



HTTP

Local
Computer

h Response Trafﬁc —————

Discovered
System

= Requests known HTTP endpoints and evaluates response codes
= Discovers:
" management points, distribution points, SMS Providers



Local
Computer

= |dentifies SMB signing requirements
= Reads SMB share names and descriptions
= Discovers:

= site servers, distribution points




Processing

Sites

Admin users and roles
Site system roles
Relay to MSSQL

Relay to AdminService
Relay to SMB




Interesting Edges

= CoerceAndRelayToAdminService

= SameHostAs

= SCCM_AdminsReplicatedTo

= SCCM_AllPermissions

= SCCM_AssignAllPermissions

= SCCM_HasCurrentUser/HasADLastLogon/HasPrimaryUser
= SCCM_HasNetworkAccessAccount

= SCCM_HasStoredAccount

= SCCM_IsMappedTo



ConfigManBearPig To Do

=PorttoPython

"Abuse Info
»DHCPAMMIZCMPIvot collection
"Add more existing/new attack techniques

=Optimtzeran-durattornrand Cypher queries

="Enable support for BloodHound Enterprise



MSSQL Attack Paths



MSSQLHound

= A PowerShett Go
OpenGraph collector for
MSSQL

= 7/ new nodes

= 37 new edges

= Requires an MSSQL
server login

https://github.com/SpecterOps/MSSQLHOUND



LDAP

Local
Computer

e ———— LDAP ﬁ Domain
h Response Traffic n————N Controller

Searches for computers with MSSQLSvc service principal
names

Discovers:
= MSSQL hostnames, ports, and instance names



MSSQL

Local
Computer

h Response Traffic =——

Discovered
System

= |dentifies extended protection for authentication settings

= Discovers:
= server and database principals, role members, linked

servers, stored credentials, and much more



Processing

g —

Server logins and roles
Database users and roles
Members

Permissions

Ownership
Trustworthiness

Linked servers

Stored credentials



Interesting Edges

CoerceAndRelayToMSSQL
MSSQL_ChangePassword
MSSQL_ ExecuteAs

MSSQL_ ExecuteAsOwner
MSSQL ExecuteOnHost
MSSQL_Get[Admin]TGS
MSSQL_GrantAny[DB]Permission
MSSQL Has*Cred

MSSQL HostFor

MSSQL _LinkedAsAdmin




Go Port
g ————

= PR’d and co-authored by 2026 SpecterOps Top Dog Javier Azofra

= Concurrent targeting, reducing run duration from 17 minutesto 17
seconds in SCCM Ludus lab environment

= SOCKS proxy support

" Cross-platform

= Authenticate with NT hash or Kerberos ticket

= Directupload to BloodHound

= TDS 8.0 and additional EPA configurations



SCCM Lab

* Acentral administration site (CAS) with the following site system roles installed on
separate systems:
* primary site server
* site database
* service connection point
* Achild primary site (PS1) under CAS with the following site system roles installed on separate systems:
* primary site server
* site database
* SMS Provider
* management point
* distribution point
* content library
* passive site server
* development workstation / client device
* Achild secondary site (SEC) under PS1 with a secondary site server (PS1-SEC) hosting
the management point and distribution point site system roles

https://github.com/Mayyhem/ludus_sccm



O
2

LL] Visualizing Attack Paths

-




Wrapping It Up

What should | look at next?

Offensive/defensive walkthroughs:
misconfigurationmanager.com

#sccm Slack Tradecraft Community:

https://slack.specterops.io/

ConfigManBearPig Tool:
https://github.com/Mayyhem/ConfigManBearPig

Practice lab:
https://github.com/Mayyhem/ludus_sccm



Fishing Sessions

' Be sure to find Wally and signh up for 1:1 time with a speaker

If you'd like to "catch" us for a session, we are scheduled as follows:

Don't forget to leave feedback for your speakers!



SAVE THE DATES

Oct 25-28, 2026

SAN DIEGO

mmsmoa.com

May 2-6, 2027

Oct 10-13, 2027

mmsmoa.com
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